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Permissions and Consent

There are a number of permissions that you should get in order to process the data on
behalf of a person. We have updated our permissions section in the client and the contact
profile.

When you move your mouse over the help question mark icon you will see an explanation
of each permission. These are explained in more detail below.

remissions ([0

Date you last checked the

Date Data Checked:  |dd/mmiyyyy i © ACoizacy of tha daba.
Inf(_)rmed of Right ?0 e
Object to Processing
Object to Processing: ']
Basis for Processing: | select basis for processing | * (2]
Sg?;ent to Process 2}
Date of Consent: dd/mmiyyyy o * (3]
Receive SMS: v £?]
Receive Emails: v (2]
Receive Letters: v (2]
(2]

Permission For Photo: «/

Client Permissions

PERMISSION EXPLANATION

This is the date that you last checked the Accuracy of the data. This
would be in accordance with your own policy. Do you check every six
months. Do you check every year. Do you check each time a client
Date Data checked rings in.

There is the facility in the Client reporting to filter a list of all the
clients whose date last checked was over a year ago for example.

Informed of Right to Object | You have informed this person of their right to Object to have their
to Processing data processed under GDPR.

If ticked this would indicate that the person has objected to you
processing their data. If this box is ticked then the Tick boxes - Receive
Object to Processing SME, Receive Email, Print Labels will be automatically blanked out. If
the person doesn’t want their data processed then they do not wish
to receive Texts, Emails or a label.
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This is probably one of the most important items to record under
GDPR and it is the basis which you are relying upon to process their
data.

The different bases are listed below so it should be one of these.

1. Compliance with legal obligation

2. Contract with client

3. Vital interests

4. Public interest

5. Legitimate interests

6. Consent received

Consent to Process Data

The person has consented to you processing their data. Note this only
applies if the above Basis for Processing is Consent received.

Date of Consent

The date the person has provided consent. This field will be updated
every time you email or text the client through MindaClient with an
option to opt out. Note this only applies if the above Basis for
Processing is Consent received.

Receive SMS

If this is ticked, then the person can receive Texts

Receive Email

If this is ticked, then the person can receive Emails

Receive Letter

If this is ticked, then a label can be printed for the person.

Permission for Photo

This person has given consent to let you use their photograph

Bulk Updating permissions

You can bulk update the above fields in the Edit Records section in Client Reporting. For
example you might wish to filter all your current clients and update them to say that the
basis for processing is the fact you have a contract with them.

You do this as follows

Select Receive SMS = Yes in the dropdown list at the top of the list if you want to
update selected clients to Yes for Receive SMS.

1. Click on Reporting & Client Reporting
2. Filter your clients

3. Click on Edit Records

4.

5. Tick to select your clients

6.

Click Update and following the instructions.
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Opting Out

Sender:

Template:

Text:

MindaClient

I Include Opt Out' ¥ I

template 1

Dear [#Firstname#]

We would like to inform you about
the launch of our new product.

88 /160 characters

1 message

Opt out option for texts

MindaClient now has a simple tickbox
that is available for bulk
communication to clients.

This is built into the Email
communication and the Text
communication.

You just tick the “Include Opt Out”
tickbox and the recipient will have the
option to opt out.

Communications such as newsletters should always include the option to opt out.

If the recipient opts out from an email communication then their Receive Email tickbox in
MindaClient will be unticked automatically.

If the recipient opts out from an SMS communication then their Receive SMS tickbox in

MindaCli

ent will be unticked automatically.

1.

To set the opt out in communications

In the Client Reporting screen you filter your clients and click Send Email or Send

Text

On the send screen you tick the “Include Opt Out” tickbox

You send the email or text as normal.

If a client has opted in and their Date of Consent has been filled in in MindaClient then this
date will be automatically updated in MindaClient when you send them a bulk

commun

ication with the option the opt out.

That is because the Consent is meant to be renewed under GDPR and if you are
communicating with your clients who have already opted in and giving them the option of
opting out then that is deemed to be an update of their consent.
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GDPR Administration

Under our new GDPR administration we have provided the facility to Anonymise data
subjects if you need to and to delete clients as part of only retaining data as long as you
need it. You can click on the new GDPR link in the Administration section.

Dashboard

Aoministration

‘ My Accoumt Auda Archive
”~

‘ Viaw and o your own detad Viaw &t changas mate

-~
‘.

Ve 3l poms gas

‘ Staff C— Drapdown options . impart Cliants
View, add and edt xiaf ooty ———e View aad and edt temez in dropeownt mport Chens imdd
—_ ]
3 GOPR
MallChanp Integration Sales Targets
Coarry 0t GOPR rearted tasky

rix MindaChert to your MaChITD sccoun!

View pod and edt
a5 sanymizaton, delebon ot

B

GDPR Administration

The GDPR Admin link opens up the following three options which will let you Anonymise
Data, Set which additional fields you wish anonymised and delete Clients.

-~
0 Apomymise Admin Oefeta clionts
J -
Ananymse reconds |- Configure GOPR related semngs L ] Fitar oot deleds cants
g E

GDPR Administration options
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Anonymising Clients

You can anonymise Clients and Contacts in bulk. There are checks and confirmations in place to
ensure that data is never anonymised without user express confirmation.

Anonymising of data is permanent and cannot be undone.
Anonymising of a client or contact will involve removing the following from their record.

First name
Surname
Address

Phone number
Mobile

Email Address

VVVVYYVYYVY

Once you click on the Anonymise link you will see the Anonymise Screen.

. L . » L L . . @ lﬂ
End Search results will show all ﬂ
instances of person who is to be
&= Search for person i ?
P anonymised. Once you are happy
who has requested it is the right person you tick to
to be anonymised anonymise and click to confirm.

Anonymise Contact Screen

The Steps to Anonymise a persons’ details are as follows

1. Click on GDPR Administration and Anonymise link

2. Enter your search criteria on the left hand side and click Search.

3. Review the search results on the right hand side and tick the person that you definitely
wish to Anonymise.

4. Click the Anonymise button on top of the screen and follow the instructions doubly
confirming that you wish to proceed to anonymise the person.

Activities such as sales, meetings, jobs that have previously been recorded with this contact will still
remain in MindaClient but the contact that they have been linked to will simply display
“Anonymised” The name of the company or organisation which is not personal information will
remain.
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TVC@ ) one L C'
Activity2

Stafl  David Kellshar

Ciiamt Contact  Anonymised

Sake. | gelact sals

R

\asad

Date

Tima 5153m

Activity with contact who is now anonymised

Extra client text fields can be set up for clients in MindaClient. Sometimes these fields will also
contain personal information that you may wish to anonymise as well as the personal information
outlined above.

Your administrator can set which fields that you want to be automatically anonymised for clients
when you go through the anonymising function.

In the example below the client fields “Client Preferences, PPSN & Client Next-of-Kin would all be
anonymised if the options below were set.

Dashboard Clients Vendors Events Courses Administration

Administration > GDPR = Sensitive Data

Tick the options below to identify fields which might contain sensitive data.
The information in those fields will be anonymised/deleted for GDPR purposes when necessary.

Clients

# Client preferences

< PPSN
#| Client Next-of-Kin
Comments

| Capacity

Cancel Save Changes

Anonymising Sensitive data fields

Here are the instructions to set extra text fields to be anonymised when you are
anonymising clients.

1. Inthe Administration section click on the GDPR link and click on Admin

2. Tick the text fields that you want to be automatically anonymised when you
anonymise a client.

3. Click the Save Changes button
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Deleting Clients

Once you have decided what your policy is you can filter your clients in MindaClient and proceed to
delete them based on your own criteria.

This bulk delete facility is only available at Administration level. There are multiple checks built in to
ensure that data is never deleted in error.

In the GDPR Admin section you click on the Delete Clients link.

You can filter by client fields or by date last updated.

Dashboard Events Reporting Administration Help Search
> DR Menu >Delete Clients
Filter by Client Filter i
Iter by Activity
Bulk Defete Report
Chiant Type select type Including Clients where the following
) Activities

Group select group Client Contacts

Sales
County select count Jobs

Documents
D O B Between saimmivyyy 8 and |dd [ have not been added since

Date: | 01/042016 b
First Contact Between | 01/0472000 {18 and 147201 i}
Staft setact staff
Country selact country
Sactor Enginoering
Heard about us ect heard about u

Bulk delete screen

The above filter would return all the Engineering companies that you haven’t updated since

01/04/2016.

Once you click on the Bulk Delete link then the clients that meet your criteria will be displayed as

shown below.

You then have to tick the client or clients that you want to delete and click the delete button.

Delete Clionts (1)
- Date 20 Aprll 20128
- Statug. Active
Clont Brian McEvoy
Since Date - 20 April 2018
You can camy cut bulk deletes % these clents as follows
1. You fiter your data on the pravious screen

3. You cick delete

4. Confirm

5. Type dalete for final confirmation and then cick delets

THIS WILL PERMANENTLY DELETE THE CLIENTS THAT YOU HAVE TICKED

Delete

2. You can further §iter your search results by ficking or unticking checkbeoxes beside each client

You

o Ty . LI U *

¢ ndividual

Y URTIRg B Ny ®  Firstnon

MincaCllers

McEvoy

ara about to dalets 1 selectad record
Are you sure you wish o continua?

ST ®  Addressling

PM2764876

®  Aadiessimed ®  Admessline ®

1A Mckinney Road

Delete Confirmation
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You will be asked to confirm the deletion and because the deletion cannot be undone you
have to type in the word delete as shown below.

Final Conliemation

Thiz & a peemanant changa to data To conthm the
delation type the word

delete
into the text bax below. Then click on the delets
button 10 complets delstion

Typs delete balow

delete

Typing delete to confirm deletion

Once you go through the above procedure to delete a client then that data is instantly and
completed delete and can NOT be retrieved.

To provide a level of transparency the audit does record who has carried out a bulk deletion, when it
was carried out and how many clients were deleted.

Deletion of data is a final step and should be carried out in accordance with your own retention
policy under GDPR.

Summary of the steps to delete clients in bulk.

In the Administration section click on the GDPR link and click on Delete Clients
Select the group of clients based on client profile or date since updated

Click Bulk Delete Report

Tick the clients you wish to delete, click Delete and follow the instructions

S

Data Cleansing

MindaClient provides facilities to help you keep your data accurate and up to date.

Bulk Updating

In MindaClient you can filter your clients and then carry out bulk updating on sections of your client
base. Here are some examples of how this could be relevant to your company under GDPR.

> For existing clients, you could update your clients and contacts to remove permission to
communicate by Text, Email or printing labels.

> You could filter a section of your clients and archive them at the end of the year.

> You could assign all clients from one sales person to another with staff turnover.
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Instructions for Bulk Updating

1. Click on Reporting & Client Reporting

2. Filter your clients

3. Click on Edit Records

4. Select the value in the field in the dropdown list at the top of the list that you
want to update.

5. Tick to select your clients

6. Click Update and following the instructions.

Deduplicating data

MindaClient warns you if you are adding a client that is in already. However If you do come across
any duplicated data you can combine the records using our Merge Client facility

The following Client(s) already existin your database
Firstname Surname Address Phone

Brian McEvoy 1 High Street, Kilkenny 056 7777777

Are you sure you wish to continue adding the new client?

Cancel adding new Client m

Message you will see if you add a client that is already in your database

If you do come across two clients that should be combined into the one you can merge these two
clients. Activities, Sales, meetings, Jobs and Client comments will all be combined in the new record.

To merge two or more clients you do the following.

Click on the Clients tab

Enter your Search criteria

Click on the Search to Merge button on the bottom right.

Beside the Search to Merge button there is a Help link that gives more detailed
instructions on merging.

= 9PN

Search I Search to Merge Records e I

Merge Client Link
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Restricting Permission for users

MindaClient provides the facility where you can set access rights for users, ranging from full
administration rights to all data, right down to read only or mobile only access rights.

You can also set a users permission so that they only see the clients linked to them. To do this you
click the “View users clients only” tickbox for the staff member.

Access rights are important so that users only have access to the data that they are entitled to see.

rmaaces Mariw Csta

¥
fl
i
O Y

3
5
oo QOQOOOQO OO

[ 3
3
5 8 & 8

L
¥
PoOQ0CQ0OCOQOOQOOOOOCOOOOCOCOCC

User Access permission screen

To change the access rights for a user you do the following.

1. Click on Administration section
2. Click on Staff and click on the member of staff you wish to update.
3. Tick or untick the relevant tick boxes for the user and click save.

If you move your mouse over the question mark beside each item it explains what each
permission does.
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Password Security

We have built in additional security around your password.

Changing Passwords

In order to change your password you do the following

1. Click on “My Account” in the top right hand side of the screen.

2. Click on Edit my Account and Click on the Change Password link

3. Enter your new password. As you type in the password you will see the ticks
appearing to confirm that a secure password has been entered.

4. Type your password in a second time to confirm it.

5. Click the Save Changes button at the bottom of the screen.

Password:

New Password: |ssssesd = Your password should contain the following:

A minimum of 8 characters
Confirm New Password: |confirm new password " At least one capital letter
v At least one lower case letter
" At least one number

" At least one symbol

Change Password facility

In addition to the above your password on our server is hashed. This means that in the
unlikely event of anyone ever accessing the server they would not even see your password.

Forcing change of Password

There is a new facility that you can set so that your users have to reset their password after
a set period. You decide if this feature is to be turned on and you decide how often the
users have to change their password.

When the time comes for users to change their password they will be able to login but after
they login they will be forced to select a new password.
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Dashboard Clients Vendors Events Courses ini il Reporting

Setting Options Administration = Setting Options = Pazsword Expiration = Change Password Expiration Policy
Ereres You can turn on the Password Expiry and set the frequency in days for when users will be

prompted to select a new password. If the "Expire After" is set to 90 days then users will be
Invoicing Settings prompted to change their password after they log in after every 90 days.

Password Expiration

Password Expiration Policy: | Yes

Expire After: 90 Days

Save Changes

Password Expiry Screen

To set up the forced change of passwords for your users you do the following.

1. Click on the Administration section and click on Settings

2. Click on Password Expiration as shown above and click on Change Policy

3. Select Yes in the Password Expiration Policy and enter the length of time in days
that you want to set for users passwords to expire

4. Click Save Changes

Audit Trail

There is an audit trail running in MindaClient and this tracks all changes by users. It records

The person who added the record

The value before the change was made

The person who made the change

The date and time of the change

The new value of the data

It records when a user accessed MindaClient
It records changes to dropdown lists

VVVYVYVYYVVYY

If you wish to view the full audit trail for a client, you do the following.

1. Search for the client and click into their record

2. Click on the Print Client Profile link on the left hand side

3. Tick or untick the types of records you want to check the audit for
4. Click the Print Audit History button
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v Tick/Untick All
¥ Client Profile

¥ Client Detsis
« Client Contacts
¥ Activies

< Sales

¥ Jobs

¥ Documents

« Courses

b | [oowamtrnc ] s oo

Audit Trail and downloading personal data

Requests for Copy of data

A Data Subject or person is entitled to ask for a copy of the personal data you hold on them.

We have built a new download facility that will let you extract this information.

You can do this as follows.

Search for the client and click into their record

Click on the Print Client Profile link on the left hand side

Click the Download data (GDPR) button as shown above.

This will download the information to a CSV file. This could be saved to a memory stick
and handed to the Data subject. Note that you should always encrypt a file of you are
sending it by email.

5. You can click into a clients contact and download the contact data for GDPR also

= PP

Managing SARS Requests

Please contact us if you wish to have this feature set up in your MindaClient as this will involve
updating your Activity dropdown lists.

Under GDPR a person is entitled to make a number of requests to you as a data controller. These
are referred to as Subject Access Requests or SARS.

» They can ask what information you hold on them

» They can ask you to correct data you hold on them

» They can request a digital copy of the information you hold on them
» They can request that you delete the data you hold on them

» They can request to know what is your data retention period

You are meant to deal with these requests as soon as possible and the maximum time limit is 30
days. If you do not comply with a Subject Access Request the person can make a complaint to the
Data protection Commissioner.

More information about requests here https://dataprotection.ie/documents/AccessGuidance.pdf
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MindaClient has developed a system that will allow you to process all requests from Data subjects.

ACSvey Levsl 2

Date

Duranon

Comments

St | E

Chunt Contact M

Time | ¢

howrs mirutes

When you receive a request you can record
it in MindaClient for the relevant client.
You can record the following :

The type of request

The person who took the request
The person who made the request
The date of the request

The time of the request

How long you spent processing the
request

» Any other comments

VVVVYYVYYVY

You can set reminders and follow ups to

ensure all requests are processed.
Su Remnder @

Oulstandiog: @ You can report on all requests in the

m reporting section

Processing requests in MindaClient

Here are the instructions for dealing with a SARS request in MindaClient.

1.
2.

Search for the client and from the search results click on Add Activity

Select the Activity type as GDPR. (If this is not set up in your system you can
contact MindaClient)

In the Level 2 Activity select SARS request

Enter the details of the request in the comments box and select the name of the
person making the request in the Client Contact dropdown list.

Ensure the Outstanding tickbox is ticked

Click Staff reminder and Future Staff reminder and enter a date three weeks
forward. This will send you as the user an email in three weeks to ensure you
have complied with the request and Click Save

When you have complied with the request you look up the activity for this client and you
untick the Outstanding tickbox to indicate you have complied with the request. You can also
add in additional notes in relation to the request in the comments section.

You can check if there are any GDPR SARS request outstanding at any stage as follows.

800D

Click on reporting and Activity reporting

In the Activities Filter select GDPR in Level 1 and Select SARS Request in Level 2
Click the Outstanding tickbox as Yes and click Full report.

That will display any outstanding GDPR SARS requests.
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